WARFARE CONCEPTS

FUTURE WAR AT SEA

Wars are fought by the humans,
The human element is the most
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= Today, many theoreticians and operators apparent-
v believethatthe new and emerging naval technolo-
yill drastically change the nature of war at sea.
,one’s forces would be able to identify vir-
hingof importance, inreal ime, in any kind
eather, atany time. One’s naval forces would be
pable of long-range, lethal and precise fires against
the rarpets at seasashore and deep inland. Current trend,
“espetially’in the U.S. Navy is toward an ever-increas-
& feliance on various unmanned agrial and undersea
ehicles fUAV/AIUV). This is especially the case in
miing connter measures (MCM), anti-submarine war-
fare {ASW) and surveillance/reconnaissance (SR).
Experience §hows, however, that new technological
advances changed the methods of one’s combat force
- griployment but not the very nature of war. Neither did
" thie ddvent of steam propulsion, combustion
. engines, electric telegraph, undersea cable,
mines, torpedoes, wireless radio, subma-
es, aircraft, nor missiles change the
ssential r:aty,ire-bf war at sea. What did
change is the character of war at sea
and methods of combat emiployment
of one’s naval forces.: .

much different in that respek:t
. -than it was in the past. In faet,
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Fig. 2: Capt, Randall
Hendrickson, commanding
officer of the “Ticonderoga”
class guided-missile cruiser

USS “Lake Erig” {CG 70), in the
cambat information centre -
surrounded by high-tech in the
end #t is he wha has to make
the final decisions.

{Phota: Courtesy of ULS. Navy
0B0216-N-5476H-061 /

Mass Communication
Specialist 2nd Class

Michael Hight)

the advent of any radically new
naval fechnological develop-
ment in the past led many
observers to believe that it would
make all fechnologies essential-
ly obsolete. And in each in-
stance, whether 1f was the intro-
duction of some new naval plat-
form or weapon system, the
changes in the conduct of war
were far less than the weapon’s
proponents had predicted.
Blue-water navies and the
U.S. Navy in particular, have
apparently almost boundless
faith in the vatue and importance
of new technologies. In the pro-
cess, the human element of war-
fare 1s grossly neglected oreven
ignored. Proliferation and wide use of technol-
ogy-related terms such as seif-synchronisation
and human-centric are proof to what extent tech-
nology and also tactics dominate thinking in
today’s navies. For instance, the U.S. Navy’s
FORCEnet is defined as the operational con-
struct and architectural framework for naval war-
fare in the information age, which integrates
Warriors, sensors, networks, command and con-
trof (C2), platforms, and weapons into a net-
worked, distributed combat force, scalable
across the spectrum of conflict from seabed to
gpace and sea to Jand.! FORCEnet is also defined
as a strategic conceptual effort intended to cap-
ture all aspects of network centric operation and
serve as the U.S. Navy’s part of the global infor-
mation grid. It links sensors, weapons, C2, and
peaple to other Navy and joint forces. FORCE-
net combines information, weapons systems and
units to effect rapid and decisive action. It serves
as the organising principle for the Navy’s evolv-
ing doctrine for network-centric operations.” One
would think that FORCEnet is a system that sup-
ports decision-making by the naval command-
ers. It should also not include C2 because the lat-
ter is not a technical system but a process fully
designed and centrolled by the humans. More
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accurate definition of the FORCEnet is the
Navy-wide systemn linking platforms, weap-
ons/sensors and networks used in support of
command and controi process.

THE COMMANDERS

The key elements in the decision-making and
planning process are the commanders and their
staffs. However, the commander by virtue of hus
or her authority and responsibilities must be sole-
ly responsible for ali decisions pertaining to
combat employment of subordinate naval forc-
es. That responsibility camnot be delegated to the
Chief of Staff or someone in the staff. Moreover,
the commander’s responsibilities cannot be
refinquished to automated decision aids regard-
less of how advanced they are. Among other
things, only the commander has the ability to
reduce the complexities of the situation to its
essential elements, estimate the situation and
then make & quick and sound decision. This
implies foresight and an imagination that can see
all the advantages, all the chances, all the obsta-
cles, in their true proportion and then make a
firm decision what needs to be done. A naval
commander must have sound fudgment which
is the result of logic and common sense. He must

exercise the initiative in carrying out his assigned
mission. Optimally, the naval commander
should conduct a quick estimate of the situation,
adopt a sound course of action, and execute it
promptly and decisively. Speed is usually far
more important than precision in making a deci-
sion. Generally, a good plan executed quickly is
usually better than a superb plan executed late.”

The highest art of a naval commander at any
level of command is making timely and sound
decisions. The decision provides the basis for
the subsequent development of the operation
plan or order. The act of exercising command
consists of making decisions and ordering their
execution.’ The most important factors in mak-
ing a decision should be the mission and the mil-
itary situation, The decision can also be based
on the task or tasks derived in the course of the
decision’s execution. Actions conducted on
one’s own initiative also require a new decision.”

Because maritime campaigns and major naval
operations are conducted over a2 much larger area
and involve considerably larger and more
diverse forces than tactical actions, the naval
operational commander should evaluate the sit-
uation m all its compiexity several weeks or even
months ahead — followed by a ‘running estimate
of the situation’. However, the resultant deci-
sion will be often made on incomplete and false
information and in a time-space window that is
very different from that of the tactical command-
er. The decisions by the naval operational com-
mander are more likely hypotheses; because they
are based on courses of action developed using
many assumptions.

In contrast to tactical commanders, naval
operational commanders have generally more
time to make decisions. Because of steadily
compressed time-space relationships, not only
operational decisions must be made within the
short time window, but their impact will almost
immediately affect the actions of friendly fore-
es over a major part of a given theatre, Often the
commander must base his decisions on his own
instinctive judgment and without benefit of a
careful analysis of the situation, weighing the
advantages and disadvantages of each alterna-
five course of action.

The number and importance of the decisions
o be made varies for each level of war. In gen-

eral, the higher the level of war, the fewer the

decisions that must be made and the larger the
time window is for making thern. Naval epera-
tional commanders make fewer decisions, but
the impact of these decisions is much greater
than that of those made at the tactical level. The
key for making sound operational decisions is

to have an accurate picture of the operational sit- '

vation. This cannot be obtained by simply col-
lecting vast amounts of tactical data or informa-
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tion. The operational situation should be builtas
& synthesis of sirategic and tactical information
pertaining to the naval operational commander’s
area of responsibility plus his area of interest. It
deals with both military and non-military aspects
of the situation. The naval operational com-
mander should also make his decisions by fully
taking into account the trends in the operation-
al situation several weeks or even months into
the futare. In contrast, the tactical commander
15 concerned with the developments of the tac-
tical situation, from a few howrs to several days
ghead.

DECISIOMN-MAKING PROCESS
i The C2 process in littoral warfare is more
challenging then in war on the open ocean.
Becanse of the small size of the area and high
intensity of action on both sides, changes in the
factical and operational situation will be rather
sudden and drastic. This implies that the C2 pro-
ress should generally be highly decentralised,
giving large freedom of action to subordinate
tactical commanders.

Network-centric warfare (NCW) advocates
claim that new technologies would further cony-
press and greatly speed up the decision cycles
for commanders at all levels. This, in turn, would
significantly accelerate the tempo of fighting,
requiring more decentralised decision-making.
Decision cycles for commanders at all levels
would be further compressed and greatly short-
ened. This, in turn, would significantly acceler-

‘ate the tempo of fighting and require more

decentralised decision-making.

However, highly integrative technologies and
information gathering may create a false belief
that centralised decisjon making will result in
greater effectiveness. Such a rend needs to be
avoided, because highly centralised C2 invari-
ably restricts the freedom of action of operation-
al commanders and their subordinate tactical
commanders. An increase in information vol-
ume has historically been best resolved through
decentralised, not centralized C2.

NCW nroponents argue that one’s ability to
operate well within the enemy’s deciston cycle
would enable to make decisions more quickly

and supposedly also more precisely.® A com-
bination of quick decision making and diverse
high-precision weapons launched by geograph-
ically dispersed forces would enhance the prob-
ability of achieving a first-round hit on a tar-
get’

However, one’s decision superiority is not
necessarily a result of information dominance.
To make faster and sounder decisions, it is nec-
essary o have properly educated and trained
forces and a sound command structure and doe-
tring. Some NCW proponents contend that in a
networked force, C2 will not ultimately be the
sole responsibility of any single individual,
Instead, it would be shared, distributed and a col-
laborative responsibility and this distribution and
devolution of authority would require change to
command concepts and doctrine.! However, the
experience convinecingly shows the falsity of
exercising C2 by a committee. Optimally, unity
of effort through unity of command can he
achieved only by having a single commander
responsibie for planning, preparing snd control-
ling naval forces in combat.
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Fig. 8 Amodern warship like the aircraft carrier USS “Gerald R. Ford” is full of electronics to suppor! all operations.

But no computer can replace the Commanding Officer wha in the end has 1o make the dacisions in combat.

{Photo: Courtesy US Nawy)

COMMON OPERATING
PICTURE

One of the benefits of the new information
technologies is the possibility of creating what
is called a ‘common operating picture’ (COP).
This is achieved by using advanced sensors,
powerful computer networks, improved display
technology, and sophisticated modelling and
simulation. Information from ali sensors is avail-
able to ail net participants. The air picture dis-
plays the tracks of enemy, friendly and neutral
aircraft, cruise missiles, and ballistic missiies.
The picture of the surface sitvation contains
tracks of warships, commercial shipping, fish-
ing vessels and pleasure boats, The undersea sit-
uation pertains to the location and movement of
hostiie submarines and location of mines.* Ali
three components of the COP are much more
complex in the littorals compared to those on the
open ocean, In the littorals, the problem is com-
pounded by the need to collect and analyse the
enemy, friendly, and neutral situation on the
ground not only on the coastline but many hun-
dreds of miles inland.

At the tactical level, a COP is achievable
because the tactical situation, while highly
dynamie, is also much less complex than at the
higherlevels of war, However, at the operation-
al level of war, tactical information must be pro-
cessed and synthesised to provide an operation-
al picture of the situation. In general, the higher
the level of commarnd, the greates the importance
of unguantifiable or intangible elements of the
situation. Obviously, these elements cannot be
obtained by using technical means of informa-
tion collection, In contrast, naval tactical com-
manders are normally concerned with purely
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physical aspects of the situation in their respec-
tive combaf zone or sector. There is also a ten-
sion between the sender’s perception of reality
and the receiver’s personal understanding. So-
called ‘shared awareness’ dees not necessarily
mean ‘shared understanding’. By ignoring the
human dimensions of warfare, network-centric
warfare advocates underestimate the human
capacity to deal with contradictory mformation.”

Having a COP would most likely Jead many
operational commanders to be increasingly
involved in purely tactical aspects of the situa-
tion and in: making tactical decisions, instead of
focusing on the operational and strategic aspects
of the situation within their respective areas of
responsibility. At the same time, naval tactical
commanders could eagily be distracted by the
operational or even strategic aspects of the sit-
vation instead of paying the necessary atiention
to their responsibilities as tactical commanders,
The solution to these and similar problems is that
each commander should have as complete a pic-
ture g3 possible of the situation within his area
of responsibility and of the key elements of the
situation in his areas of interest. This, in turn,
argues against flattening the command organ-
isation, but in favour of having intermediate lev-
els of command with associated intelligence
organisations.

AUTOMATED DECISION AIDS
The increasing use of various automated
systems in support of the decision-making pro-
cess is the result of the ever increasing complex-
ity of the operational environment and the mis-
sions to be carried out by one’s naval forces.
Autormatior: refers to the mechanisation and inte-
gration of the sensing of environmental vari-

ables, data processing and computer-assisted |

decision-making.

The humans can reason inductively and gen-
erate conceptual representations based on both-
abstract and factual information, Unlike coms

puters, they have the ability fo optimise based
on qualitative and quantitative information. B
relying on the human brain both the humans and
automated systems can respond more flexibly
te uncertain and unexpected events. :
The problem of information overload can be
potentially resolved by increasing the automa:
tion level. Advanced computers can be used for
filtering and synthesising data to provide naval
commanders with recommended solution
However, it is usually very difficult to include
every single variable or their combinations inte
acomputer algorithm.” Normally, a naval com:

mander should rely on an automated system in

order to maximise gains and minimise potential

losses. The failure to heed wamings generated

by automated aids can well result in a disaster.
The other extreme, over-reliance on automation
can lead to complacency and in an uncritical
acceptance or giving toe large a role to comput-
er-generated  recommendations in  the
commander’s decision-making.?

Automation also has great importance in plan-

ning. Advanced computers are capable of solv- |

ing the allocation of one’s forces and assets and
phasing in of one’s forces to a given theatre.
However, their use in planning is limited

because they cannot envisage all the potential :

conditions or relevant factors. To complicate the
matter further, the complexity of the situation
might cause the humans not to understand fully
how missing information or variables and their
combinations affect the computer-generated
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. mation bias.™?

WARFARE CONCEPTS

solution. The inability of the
humans tounderstand complexities
of algorithms would exacerbate the

The levels of automation can
range from the situation where the
humans make all the decisions with-
out any assistance from computers
tn the one where computers operate
autonomously and decide every-
thing. In the intermediate automa-
fion levels, computers might offer
he entire set of courses of action or
narrow down to a few courses, sug-
gest an alternative and excoute it if
fhe human approves it; or comput-
ers can aflow the human a certain
ime for making a final decision, or they can exe-
cute the action automatically and the inform the
sianans or inform them only ifasked or if com-
puters decide to doso.
-Despite the enormous capabilities of modern
mputers, the humans still play the key role in

decision-making. The problem is finding a prop-
er balance between automated and manual con-
trol. Dismissing or ignoring benefits of anfoma-
tion would resuit in the disuse of automation
while an overreliance on automation would lead
to its misuse. The optimal solution is to find a

Fig. 4: it doses not show here,

but Captain Frazer, the Commanding Officer
of the aircraft carrier HMS “liustrious” here
an the bridge of bis ship can be a very ‘lonaly’
person when it comes 1o decision making.
{Phote: Courtesy of Royal Navy / UK MobD)

middle ground between relying on the humans
and zutomated decision aids in making deci-
sians.

In general, the humans perform better than
computers it the perception of pattemns, using
flexible procedures, making ad hoc decisions,
recalling relevant facts at the appropriate time
(‘running estimate of the siteation’), m using
inductive thinking and exercising judgment.
Computers are much better than humans in
responding quickly to control tasks, performing
repetitive {asks, deductive reasoning, and carry-
ing muitiple and diverse task simultaneously.
The humans are generally effective in resolving
ill-structured problems under stress. However,
they are liable to fallible trial-and-error problem
soiving. The humans usually seek information

LFORCES 12009
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Fig. 5: Inthe end, itis the
Commanding Officer sitting
i his chair (here that of the
“Nimitz" class aircraft carrier
USS “John C. Stennis")

who has 1o decids what

can determine the success
of his mission.

{Photo: Courtesy of US Nawy)

order to confirm a prior belief,
hey often discount information
~that does not support their biases
nd predilections. The humans
nd to assimilate new informa-
on although it contradicts their
re-existing mental model. They
so do not search for contradic-
ry information and might accept
computer-generated solution.
nother potential source of the
uman errors in C2 of naval fore-
1s so-called automation bias.
rrors of amission occur if the
umans do not recognise the
rrors because the aitomation
oes not alert them. Errors of
mission happen when the
tmans erroncousty follow com-
uter-generated - recommenda-
ens or directives."

Generally, highly automated
2 is applicable for a situation
hich requires simple decisions and where the
obability of system faihure is low. However,
Jiance on highly automated systems for mak-
g decisions in a fast moving and very complex
tuation is not usually advisable. The main rea-
n is that the human brain is far more adaptable
fast changes in the situation and unanticipat-
evenis. Automated decisions are also highly
16

The level of reliance on automated decision
aids is also largely dependent on the level of
mmand. In general, the less frequent changes
of the situation are and the more time is avail-
able for making the decisions, the more effec-
ve is reliance on highly automated systems.
Despite great advances in information techno}-
gies over the past two decades, the Hme
guired for sensors fo respond to the tactical
mmander’s tasking is still too long. Naval tac-
cal commanders and theirs staff receive vast
mounts of information from the national sira-
gic and theatre commanders in addition to
formation acquired by own sensors and other
ctical commanders. However, naval factical
mmanders do not have either the time or the
ools to timely and properly digest, interpret and
recognise the relevance of information,
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Hence, it is actually the operational level of
command and not the tactical level where high-
ly autorated decision aids might be more effec-
tive. However, the problem is that most of the
navies are too much focused on tactics and tech-
nology while the operational level of war is giv-
en a short shrift or even not understood. For
example, in the U.S. Navy, the levels of com-
mand are all too often confused with the levels
of war although they are two different things.
There is also a false belief that if C41SR cansup-
port tactical execution then it can also support
the operational-level planning.” [t is apparent-
ly forgotten that the naval operational command-
er requires a fusion of strategic and tactical intel-
ligence to create operational picture in support
of planning and exccution of major naval oper-
ations.

CONCLUSION

As in the past, new technologies will in the
future greatly enhance the ability of naval com-
manders at all levels to execute their numerous
responsibilities much more effectively, But
despite claims to the contrary, advanced auto-
mated decision aids cannot and will not replace
the humans. Warfare at sea is a too complex and

unpredictable activity to be taken over by
machines, Only the human brain is fully capable
of reacting timely and properiy to sudden and
unanticipated changes in the situation at sea and
to successfully counter the enerny’s actions and
reactions. Yet a naval commander would con-
siderably reduce the chances for success by
either disusing or misusing automation.
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