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Wired Warfare: Computer Network Attack and the Jus in Bello

presently solely used for civilian purposes, is a military objective if the likelihood
of use is reasonable and not remote in the context of the particular conflict un-
derway. Finally, dual-use objects must be carefully measured against the require-
ments of discrimination and proportionality, discussed infra, because by
definition an attack thereon risks collateral damage and incidental injury to civil-
ians or civilian objects.

Specifically protected objects: In addition to the general rules regarding the protec-
tion of the civilian population, certain objects enjoy specific protection. A contro-
versial category of specially protected objects is dams, dikes, and nuclear electrical
generating stations. Because of their reliance on computer and computer net-
works, such facilities are especially vulnerable to CNA. Article 56 of Protocol Ad-
ditional I, a provision opposed by the United States, forbids an attack on these
facilities if the attack might “cause the release of dangerous forces [e.g., water or
radioactivity] and consequent severe losses among the civilian population.”* This
prohibition applies even if they are military objectives. Interestingly, CNA offers a
fairly reliable means of neutralizing such facilities without risking the release of
dangerous forces, a difficult task when using kinetic weapons.

Conducting attacks that starve the civilian population or otherwise deny it
“indispensable objects,”®5 even if enemy armed forces are the intended “vic-
tims,” is prohibited.®6 Indispensable objects include such items as foodstuffs,
crops, livestock, or drinking water. Applying this restriction, computer net-
works attacks against, for instance, a food storage and distribution system or a
water treatment plant serving the civilian population would be impermissible
even if military forces also rely on them.

Protocol Additional I further prohibits military operations likely to cause
widespread, long-term, and severe damage to the environment,%” although the
United States does not recognize the provision as a restatement of customary
law. Computer network attacks might conceivably cause such devastation. An
attack on a nuclear reactor could result in a meltdown of’its core and consequent
release of radioactivity. Similarly, CNA could be used to release chemicals from
a storage or production facility or rupture a major oil pipeline. Many other pos-
sibilities for the causation of environmental damage through CNA exist. Itis im~
portant to note that the prohibition applies regardless of whether or not the
attack is targeted against a valid military objective and even if it complies with
the principle of proportionality. Once the requisite quantum of damage is ex-
pected to occur, the operation is prohibited.

There are a number of other objects, persons, and activities that enjoy special
protected status, and which are susceptible to computer network attack, but
which do not present unique CNA opportunities or challenges. For example,
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military and civilian medical units and supplies are exempt from attack unless be-
ing used for military purposes;58 the same is generally true of medical transport.®?
So too are cultural objects, places of worship,”? and civil defense shelters, facili-
ties, and material.”! Additionally, humanitarian relief activities must not be in-
terfered with.”2 By these prohibitions, for example, a computer network attack
to alter blood type information in a hospital’s data bank, deny power to 2 bomb
shelter, or misroute humanitarian relief supplies would all be unlawful. Of
course, misuse of protected items or locations for military purposes renders them
valid military objectives that may be attacked.

Finally, there are limitations on striking certain objects or individuals in repri-
sal, including reprisals by computer network attack. Reprisals are otherwise un-
lawful actions taken during armed conflict in response to an adversary’s own
unlawful conduct. They must be designed solely to cause the adversary to act
lawfully, be preceded by a warning (if feasible), be proportionate to the adver-
sary’s violation, and cease as soon as the other side complies with the legal limita-
tions on its conduct. The right to conduct reprisals has been severely restricted in
treaty law, much of which expresses customary law. There are specific prohibi-
tions on reprisals conducted against civilians; prisoners of war; the wounded,
sick, and shipwrecked; medical and religious personnel and their equipment;
protected buildings, equipment, and vessels; civilian objects; cultural objects;
objects indispensable for the survival of the civilian population; works contain~
ing dangerous forces; and the environment.”3 Essentially, this leaves only com-
batants and military objectives subject to reprisals. Of course, in most cases a
computer network attack conducted against them would be lawful at any rate.”+

In faimess, it should be acknowledged that certain countries argue that the
Protocol Additional I restrictions on reprisals fail to reflect customary law. The
United States, while accepting that most reprisals against civilians would be in-
appropriate (and illegitimate), asserts that the absolute prohibition thereon “re-
moves a significant deterrent that presently protects civilians and other war
victims on all sides of the conflict.””> The United Kingdom issued a reservation
on precisely the same point when it became a Party to the protocol.7® For these
and other countries that have adopted this position, reprisatory computer net-
work attacks are issues of policy, not law.

Limits on Striking Legitimate Targets
The core prescriptions on striking legitimate targets are based in the principle

of discrimination.”” It is this principle which most clearly expresses humanitar-
ian law’s balancing of State-centric interests in resorting to force against the
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more broadly based humanitarian interest in shielding non-participants from the
effects of what is, at best, an unfortunate necessity.

Discrimination is bifurcated in nature. Applied to weapons, it limits the use of
those that are incapable of distinguishing between combatants and military ob-
jectives on the one hand and civilians, civilian objects, and other protected enti-
ties on the other. Applied to tactics and the use of weapons, it requires an effort
to distinguish between the two categories when conducting military operations.
Protocol Additional I articulates this difference in Article 51.4:

Indiscriminate attacks are: (a) those which are not directed at a specific military
objective; (b) those which employ a method or means of combat which cannot be
directed at a specific military objective; or (c) those which employ a method or
means of combat the effects of which cannot be limited as required by this
Protocol; and consequently, in each such case, are of a nature to strike military
objectives and civilians or civilian objects without distinction.

Subparagraph (a) refers to indiscriminate use, whereas (b) and (c) describe
indiscriminate weapons. The indiscriminate use aspect of discrimination consists
of three related components—distinction, proportionality, and minimizing
collateral damage and incidental injury.”8

Indiscriminate weapons: Computer network attacks are mounted by a weapon
system consisting of a computer, computer code, and a means by which that
code is transmitted. Obviously, the computer itself is not indiscriminate for it
can very discretely send code to particular computers and networks. The send-
ing of e-mail is an apt example. By contrast, code can be written that is very,
perhaps intentionally, indiscriminate. The classic example is a virus that passes
from computer to computer free from the control of its originator. Because the
code, even ifan uncontrollable virus, can be targeted at particular military objec-
tives, it is not indiscriminate on the basis that it cannot be directed. However,
such code may be indiscriminate on the ground that its effects cannot be limited.
In many cases, once viral code is launched against a target computer or network,
the attacker will have no way to limit its subsequent retransmission. This may be
true even in a closed network, for the virus could, as an example, be transferred
into it by diskette. Simply put, malicious code likely to be uncontrollably spread
throughout civilian systems is prohibited as an indiscriminate weapon.

One must be careful not to overstate the restriction. Note that Article 51.4
cites “methods and means of combat.” A means of combat is defined in Proto-
col Additional I’'s commentary as a “weapon,” whereas a method of combat is
the way a weapon is used.”® The plain meaning of “weapon” is something that
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can be used to aftack an adversary. Drawing on the analysis supra regarding the
humanitarian law term “attacks,” computer code is only part of a weapon sys-
tem when it can cause the effects encompassed in that term—injury, death,
damage, and destruction (including related effects like severe mental suffering,
terror, suffering, etc.). In the event it cannot, it is not part of a weapon system,
and thus would not be prohibited, at least not on the ground that it is
indiscriminate.

Distinction: The principle of distinction, unquestionably part of customary hu-
manitarian law, is set forth in Protocol Additional I, Article 48: “[T]he Parties to
the conflict shall at all times distinguish between the civilian population and
combatants and between civilian objects and military objectives and accordingly
shall direct their operations only against military objectives.” Whereas the pro-
hibition on attacking civilians directly rendered a specific category of potential
targets off-limits, the distinction requirement extends protection to cases in
which an attack may not be directed against civilian or civilian objectives specifi-
cally, butin which there is a high likelihood of striking them nonetheless. An ex-
ample would be firing a weapon, though capable of being aimed, blindly.

This is a particularly relevant prohibition in the context of computer network
attack. For example, it would embrace situations where it is possible to dis-
cretely target a military objective through a particular means of CNA, but in-
stead a broad attack likely to affect civilian systems is launched. Such an attack
would be analogous to the Iraqi SCUD attacks against Saudi and Israeli popula-
tion centers during the 1990-91 Persian Gulf War.80 The SCUD is not an in-
herently indiscriminate weapon. Indeed, itis easily capable of being aimed with
sufficient accuracy against, for instance, military formations in the desert. How-
ever, use of SCUDS against population centers was indiscriminate even if the
Iraqi intent was to strike military objectives situated therein; the likelihood of
striking protected persons and objects so outweighed that of hitting legitimate
* targets that the use was improper. Given the interconnectivity of computer sys-
tems today, computer network attacks could readily be launched in an analo-
gous fashion.

Proportionality: Scienter distinguishes the principle of proportionality from that
of distinction. Distinction limits direct attacks on protected persons or objects
and those in which there is culpable disregard for civilian consequences. By con-
trast, proportionality governs those situations in which harm to protected per-
sons or objects is the foreseeable consequence of an attack, but not its intended
purpose. The principle is most often violated (sometimes in an unintended but
culpably negligent fashion) as a result of: 1) lack of sufficient knowledge or un-
derstanding of what is being attacked; 2) an inability to surgically craft the
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amount of “force” being applied against a target; and 3) the inability to ensure
the weapon strikes precisely the right aim point.81 All three pitfalls could surface
in the context of computer network attack.

As set forth in Protocol Additional I, an attack is indiscriminate as violative of
the principle of proportionality when it “may be expected to cause incidental
loss of civilian life, injury to civilians, damage to civilian objects, or a combina-
tion thereof, which would be excessive in relation to the concrete and direct
military advantage anticipated.”82 A concrete and direct advantage is “substan-
tial and relatively close[;] . . . advantages which are hardly perceptible and those
which would only appear in the long term should be disregarded.”83 Moreover,
the advantage calculated is that resulting from the overall operation, not the in-
dividual attack itself.84

Basically, the principle of proportionality mandates a balancing test—one that
is especially difficult to conduct because differing entities (suffering and damage
v. military advantage) are being compared against each other in the absence of a
common system of valuation. How should civilian passenger lives be weighed
against military aircraft in a computer network attack on an air traffic control sys-
tem? How much human suffering is acceptable when shutting down an electri-
cal grid that serves both military and civilian purposes? Can computer network
attacks be conducted against telecommunications if they result in degrading
emergency response services for the civilian population? Complicating matters
is the fact that the answers to these and similar questions, assuming there are any
“right” answers, is contextual because the military advantage resulting from an
attack always depends on the state of hostilities at the time.85 Acknowledging the
difficulty involved in making these types of determinations, the Protocol Addi-
tional I commentary notes that “[p]utting these provisions into practice . . . will
require complete good faith on the part of the belligerents, as well as the desire to
conform with the general principle of respect for the civilian population.”86

Further complicating matters is the issue of reverberating effects, i.e., those
effects not directly and immediately caused by the attack, but nevertheless the
product thereof—it is the problem of the effects caused by the effects of an at-
tack. The most cited example involves the attack on the Iraqi electrical grid
during the 1991 Persian Gulf War. Although it successfully disrupted Iraqi
command and control, the attack also denied electricity to the civilian popula-
tion (a “first-tier” effect), thereby affecting hospitals, refrigeration, emergency
response, etc. Similarly, when NATO struck at Yugoslavia’s electrical supply
network during Operation ALLIED FORCE, one consequence was shutting
down drinking water pumping stations.8” Such attacks set off “second-tier”
suffering (a reverberating effect) of the population. Obviously, precisely the
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same effects could have resulted had the attacks been conducted through
CNA. Indeed, the problem of reverberating effects looms much larger in com-
puter network than kinetic attacks due to the interconnectivity of computers,
particularly that between military and civilian systems.

Reeverberating effects bear on proportionality analysis because they must be
considered when balancing collateral damage and incidental injury against
military advantage. Unfortunately, and -whether reverberating or direct, it is
difficult to assess such damage and injury when caused by computer network
attack absent an understanding of how the computer systems involved function
and to which other systems they are linked. Despite this obstacle, planners and
decision-makers have an affirmative duty to attempt to avoid collateral damage
and incidental injury whenever feasible, a duty that necessarily implies an effort
to ascertain the resultant damage or injury from an attack.88 Given the complex-
ity of computer network attack, the high likelihood of an impact on civilian sys-
tems, and the relatively low understanding of its nature and effects on the part of
those charged with ordering the attacks, computer experts will have to be avail-
able to assess potential collateral and incidental effects throughout the mission
planning process.8° Additionally, modeling and simulation, like that already
conducted for nuclear weapons, would prove invaluable in identifying possible
reverberating effects; conducting them prior to the outbreak of hostilities—free
from the fog, friction, and pace of war—would be well advised.

Minimizing collateral damage and incidental injury: Proportionality determina-
tions establish whether a military objective may be attacked at all. However,
even if the selected target is legitimate and the planned attack thereon would be
proportional, the attacker has an obligation to select that method or means of
warfare likely to cause the least collateral damage and incidental injury, all other
things being equal (such as risk to the forces conducting the attack, likelihood of
success, weapons inventory, etc.).?? Additionally, whenever a choice is pre-
sented between military objectives that can be attacked to achieve a desired
result, the attack which risks the least collateral damage and incidental injury
must be chosen.?!

The availability of computer network attack actually expands the options for
minimizing collateral damage and incidental injury. Whereas in the past physical
destruction may have been necessary to neutralize a target’s contribution to the
enemy’s efforts, now it may be possible to simply “turn it off.” For instance,
rather than bombing an airfield, air traffic control can be interrupted. The same
is true of power production and distribution systems, communications, indus-
trial plants, and so forth. Those who plan and execute such operations must still
be concerned about collateral damage, incidental injury, and reverberating
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effects (consider the Iraqi electric grid example supra), but the risks associated
with conducting classic kinetic warfare are mitigated significantly through
CNA. Additionally, depending on the desired result, it may be possible to sim-
ply interrupt operation of the target. This tactic would be particularly attractive
in the case of dual-use objectives. Consider an electrical grid. It might only be
militarily necessary to shut the system down for a short period, for example, im-
mediately preceding and during an assault. The system could be brought back up
assoon as the pressing need for its interruption passed, thereby limiting the nega-
tive effects on the civilian population. Along the same lines, because targets are
not physically damaged, and thus do not need to be repaired or rebuilt, the civil-
ian population’s return to normalcy at the end of the conflict would be
facilitated.

There is, from a humanitarian point of view, one theoretical downside to the
fact that CNA may sometimes cause less collateral damage and incidental injury
than kinetic attacks—it might actually encourage attacks. This would be so in
the case of an attack that could not pass the proportionality test if conducted
kinetically, but could if accomplished by computer network attack. Should the
CNA result in any collateral damage or incidental injury (albeit not enough to
outweigh the resulting military advantage), the net result would be greater civil-
ian suffering. While this is true, the better question from the humanitarian point
of view is whether CNA causes more or less collateral damage and incidental in-
jury overall, not merely as to a single operation. So long as the various limitations
of the principle of discrimination are complied with, and without the benefit ofa
track record to draw on in making the assertion, it would seem that in humani-
tarian terms computer network attack is probably a step forward.

Perfidy: Although the core normative constraints on computer network at-
tack derive from the principle of discrimination, several other related aspects of
humanitarian law are implicated by this new means of warfare. One is the prohi-
bition on perfidy. Perfidy is the feigning of protected status in order to take ad-
vantage of an adversary. Examples include pretending to be wounded or sick, to
enjoy non-combatant status, or to surrender, and improperly displaying symbols
that signify protected status, such as the red cross or red crescent. Perfidy is dis-
tinguished from ruses, which are acts intended to mislead an adversary and cause
him to act recklessly, but which do not involve false claims of protected status.
Ruses are lawful.

Information warfare, including computer network attack, opens many op-
portunities for ruses and perfidy. This is because both techniques are intended to
convey false information. For instance, lawful ruses might include transmitting
false data, meant to be intercepted by an adversary, regarding troop disposition
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or movements. Alternatively, it might involve altering data in an adversary’s in-
telligence databases, sending messages to enemy headquarters purporting to be
from subordinate units, or passing instructions to subordinate units that appear
to be from their headquarters.2 All such activities would be perfectly legitimate.

On the other hand, any action intended to mislead the enemy into believing
that one’s forces enjoyed protected status in order to kill, injure, or capture the
enemy would be illegitimate.?> For instance, medical units and transports may
use codes and signals established by the International Telecommunications
Union, the International Civil Aviation Organization, and the International
Maritime Consultative Organization to identify themselves.?* Falsely transmit-
ting such code/signals or, a more likely prospect in the computer network attack
context, causing adversary systems to reflect receipt of such signals would be
clear examples of perfidy. The Department of Defense has also opined that using
“computer ‘morphing’ techniques to create an image of the enemy’s chief of
state informing his troops that an armistice or cease-fire agreement had been
signed” would be a war crime if false.%

An interesting prospect would be routing a computer network attack
through civilian systems, or otherwise feigning a civilian source. This might be
done to later mask the source of attack or to inspire confidence in the target that
the transmission was benign. Doing so would be prohibited both by the Proto-
col Additional I and customary law.%6 This is a very sensible restriction because a
response to an attack apparently originating from a civilian source could be
kinetic in nature.

It must be noted that the protocol’s restriction on perfidy is limited to con-
duct calculated to facilitate killing, injuring, or capturing an adversary. The
commentary thereto notes this limitation, but suggests that “there is more to
an international treaty than the literal reading of all the words in the document
may suggest; it represents one step forward in the ongoing evolution in rela-
tions between States.”®” Be that as it may, as the law stands today it would be
permissible to disguise information warfare operations as civilian in origin if
they were not related to killing, injuring, or capturing one’s adversary. This
standard is consistent with that employed supra regarding “armed” conflict and
“attack.” Moreover, the prohibition on misuse of protective codes and signals,
such as those designed to identify medical facilities, are absolute, i.e., they ap-
ply regardless of the abuser’s intent. As an example, usage merely to avoid at-
tack is forbidden.

Civilian Shields: In theory, a computer attack might utilize a civilian net-
work to shield itself against a response, either kinetic or through a counter-
cyber attack. If the latter did not cause death or injury to civilians or damage

206



Wired Warfare: Computer Network Attack and the Jus in Bello

or destruction of protected objects, and therefore was not an “attack” in the
humanitarian law sense, it would be permissible. On the other hand, if it might
cause collateral damage or incidental injury, then any such effects on the civil-
ian population would have to be considered in a proportionality analysis; civil-
ians and civilian objects do not lose the protections of the law of armed conflict
by the wrongful acts of others. Of course, the use of civilian shields is itself
wrongful;?8 the party that subjects the civilian population or protected objects
to risk by using them as shields is culpable under humanitarian law. This prin-
ciple applies whether the attack is kinetic or computer in nature.

Mercenaries: Since computer network attacks can amount to both armed con-
flict and, in individual cases, an attack, restrictions on mercenaries may apply to
those who conduct them. Mercenaries are specifically addressed in Protocol
Additional I, although the restrictions contained therein are not customary in
nature, a position strengthened by the absence of any mention of mercenaries in
the Statute of the International Criminal Court.

By Article 47 of the protocol, a mercenary is any person who:

(a) is specially recruited locally or abroad in order to fight in an armed conflict;
(b) does, in fact, take a direct part in the hostilities;

(c) is motivated to take part in the hostilities essentially by the desire for private
gain and, in fact, is promised, by or on behalf of a Party to the conflict, material
compensation substantially in excess of that promised or paid to combatants of
similar ranks and functions in the armed forces of that Party;

(d) is neither a national of a Party to the conflict nor a resident of territory
controlled by a Party to the conflict;

(e) is not a member of the armed forces of a Party to the conflict; and

(f) has not been sent by a State which is not a Party to the conflict on official duty as
a member of its armed forces.?®

‘While Protocol Additional I does not actually prohibit mercenarism, because
they are not combatants, mercenaries are not entitled to prisoner of war status.
Therefore, like any other noncombatant who directly engages in hostilities, they
may be tried under the domestic law of the State that captures them.100

Given the complexity of conducting computer network attacks, it is quite
conceivable that States might hire non-nationals possessing the requisite exper-
tise to mount them. If the CINA amount to an “attack,” these individuals
would be taking a “direct part in the hostilities.” Assuming they met the other
qualifying criteria for mercenaries, the Protocol Additional I provisions would
apply. Interestingly, there is a financial incentive to outsource CNA because in
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many cases hiring computer attack expertise would be far more cost-effective
than hiring conventional attack mercenaries or even acquiring weapons for
one’s own forces.

Conclusion

By and large, as information warfare capabilities increase, existing humanitar-
ian prescriptive norms will suffice to maintain the protection civilians, civilian
objects, and other protected entities enjoy. However, certain novel aspects of
CNA do pose new and sometimes troubling quandaries. The unease over the
use of cyber warfare during NATO’s campaign against Yugoslavia in 1999 is
compelling evidence that the question of how humanitarian law bears on CNA
remains unsettled.101

First, in order to apply extant norms to CNA, it is necessary to accept vari-
ous interpretive premises. Most important are the consequence-based inter-
pretations of “armed conflict” and “attack.” Absent such understandings, the
applicability, and therefore adequacy, of present-day humanitarian law princi-
ples would fall into question. Interestingly, consideration of computer net-
work attack in the context of the jus ad bellum also leads to consequence-based
interpretation.102

Second, even accepting the parameters resulting from the interpretations sug-
gested, normative lacunae exist. Most notably, attacks against civilians and civil-
ian objects that do not injure, kill, damage, or destroy (or otherwise produce the
requisite level of suffering) are by and large permissible. Given that kinetic at-
tacks usually have such effects, civilians and civilian objects enjoy broad protec-
tion during conventional military operations. However, computer network
attack, because it may not amount to an atfack, opens up many possibilities for
targeting otherwise protected persons and objects. The incentive for conducting
such operations grows in relation to the extent to which the “war aims” of the
party conducting the CINA are coercive in nature; the desire to, e.g., “turn out
the lights” to a civilian population in order motivate it to pressure its leadership
to take, or desist from taking, a particular course of conduct (a step suggested by
NATO’s air commander during Operation ALLIED FOR CE) will grow as the
means for doing so expand.193 This is an especially negative reality in humanitar-
ian terms.

Third, and more encouraging, is the fact that CNA may make it possible to
achieve desired military objectives with less collateral damage and incidental in-
jury than in traditional kinetic attacks. Indeed, in certain cases, military com~
manders will be obligated to employ their cyber assets in lieu of kinetic weapons
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when collateral and incidental effects can be limited.104 That said, it will be criti-
cally important to carefully analyze the effects of such operations, particularly
their reverberating effects, when assessing an attack’s compliance with the prin-
ciple of proportionality. This will require planning, legal, and computer experts
to operate in concert throughout the targeting cycle.105

Finally, much as CNA challenges existing notions of “attack,” it will also test
traditional understanding of combatant status. This results from the use of typi-
cally civilian technology and know-how to conduct military operations via
computer. Failure to strictly comply with the limitations on the participation of
civilians in hostilities will inevitably lead to heightened endangerment of the ci-
vilian population and weaken humanitarian law norms.

So the jury remains out. While humanitarian law in its present form generally
suffices to safeguard those it seeks to protect from the effects of computer net-
work attack, and even though it offers the promise of periodically enhancing
such protection, significant prescriptive fault lines do exist. Thus, as capabilities
to conduct computer network attacks increase, both in terms of sophistication
and availability, continued normative monitoring is absolutely essential. We
must avoid losing sight of humanitarian principles, lest the possible in warfare
supplant the permissible.
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